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SECURED BLOCKCHAIN TRANSFER WITH
INSECURE ENTITIES

SUMMARY

Blockchains are generally public databases distributed
across multiple computing devices that can provide a record
ol traceable, immutable records of various types of digital
resources. Such digital resources may include cryptocur-
rency tokens and non-fungible tokens (NFTs). However, the
security of records only extends so far as the legitimacy of
the records themselves and offers no protection with respect
to the identity of an asset sender or receiver. Moreover,
pre-existing transiers of digital resources require that a
resource recipient have access to a blockchain address for
authentication and security purposes. However, a lack of
knowledge on whether the recipient already has a block-
chain address or regarding the actual identity of the recipient
may 1mpede mass adoption of blockchain-related technolo-
gies. Thus, while on-chain resources may be possible to
transier, 1ssues related to authentication by non-on-chain
users (who do not have an existing on-chain presence) can
prevent the practical transfer of blockchain resources.

Some embodiments may facilitate such client-side
authentication related to an on-chain resource for a target
ofl-chain identifier. Some embodiments may receive a
request that identifies a target ofi-chain i1dentifier associated
with a second user and a resource for the second user from
a first user device ol a first user, where the ofl-chain
identifier may be an ofl-chain address such as an email
address. In many cases, the request does not include the
target blockchain address. After receiving the request, some
embodiments may generate a uniform resource locator
(URL) that identifies a mobile signing application, a code to
be signed via the mobile signing application, and an 1nstruc-
tion to sign the code using a target private key associated
with a target blockchain address of the second user. Some
embodiments may then send the URL to the off-chain
identifier or to an address linked to the ofl-chain identifier.

The second user may then use whatever device recerved
the URL to interact with a set of user interface (Ul) elements
ol a mobile signing application to sign the code and then
send the signed code to be received by a server or applica-
tion executed by a distributed computing service. Some
embodiments may send the URL to the second user via the
target off-chain i1dentifier and the URL being activated at a
second user device of the second user, obtaining, via the
mobile signing application on the second user device, the
signed code created by signing the code with the target
private key, wherein the URL 1s configured to launch the
mobile signing application at the second user device and
provide the code and the instruction to the mobile signing,
application.

Some embodiments may then authenticate the signed
code with a target public key that 1s associated with the
target blockchain address. After this authentication, some
embodiments may then submit, to a blockchain, a signed
message that identifies a transier of the resource from a
source blockchain address of the first user to the target
blockchain address of the second user. The signed message
may be signed with a source private key associated with the
source blockchain address of the first user. Some embodi-
ments may then store the target off-chain i1dentifier and the
target blockchain address 1n association with one another on
an off-chain database. For example, some embodiments may
map the target ofl-chain identifier to the target blockchain
address 1n the off-chain database.
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Various other aspects, features, and advantages will be
apparent through the detailed description of this disclosure
and the drawings attached hereto. It 1s also to be understood
that both the foregoing general description and the following
detailed description are examples, and not restrictive of the
scope of the invention. As used 1n the specification and 1n the
claims, the singular forms of “a,” “an,” and “the” include
plural referents unless the context clearly dictates otherwise.
In addition, as used 1n the specification and the claims, the
term “or” means “and/or” unless the context clearly dictates
otherwise. Additionally, as used i1n the specification, “a
portion” refers to a part of, or the entirety (1.e., the entire
portion), of a given item (e.g., data) unless the context
clearly dictates otherwise. Furthermore, a “set” may refer to
a singular form or a plural form, such that a “set of 1tems”

may refer to one item or a plurality of items.

BRIEF DESCRIPTION OF THE DRAWINGS

Detailed descriptions of implementations of the present
technology will be described and explained through the use
of the accompanying drawings.

FIG. 1 1s a block diagram illustrating a portion of an
example blockchain system that records transfers of users, 1n
accordance with some embodiments.

FIG. 2 1s an example blockchain system that records
transfers of resources, in accordance with some embodi-
ments.

FIG. 3 shows a flowchart of an exemplary method for
transierring resources via a blockchain based on a target
oil-chain 1dentifier, 1n accordance with one or more embodi-
ments.

The technologies described herein will become more
apparent to those skilled 1n the art by studying the detailed
description 1n conjunction with the drawings. Embodiments
of implementations describing aspects of the invention are
illustrated by way of example, and the same references can
indicate similar elements. While the drawings depict various
implementations for the purpose of illustration, those skilled
in the art will recognize that alternative implementations can
be employed without departing from the principles of the
present technologies. Accordingly, while specific implemen-
tations are shown in the drawings, the technology 1s ame-
nable to various modifications.

DETAILED DESCRIPTION

In the following description, for the purposes of expla-
nation, numerous specific details are set forth 1 order to
provide a thorough understanding of the embodiments of the
invention. It will be appreciated, however, by those having
skill 1n the art, that the embodiments of the mmvention may
be practiced without these specific details or with an equiva-
lent arrangement. In other cases, well-known structures and
devices are shown 1n block diagram form 1n order to avoid
unnecessarily obscuring the embodiments of the invention.

FIG. 1 1s a block diagram illustrating a portion of an
example blockchain system 101 that records transfers of
users, 1n accordance with some embodiments. A blockchain
system 101 includes a first client computing device 102 used
by a first user and a second client computing device 103 used
by a second user. While shown as a laptop computer, 1t
should be noted that the first client computing device 102 or
the second client computing device 103 may include other
types of computing devices such as a desktop computer, a
wearable headset, a smartwatch, another type of mobile
computing device, etc. In some embodiments, the client
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computing devices 102-103 may communicate with various
other computing devices via a network 150, where the
network 150 may include the Internet, a local area network,
a peer-to-peer network, etc.

The client computing devices 102-103 may send and
receive messages through the network 150 to communicate
with a server 120 or other computing systems. For example,
the first client computing device 102 may send a request 135
that includes an ofi-chain identifier 134 and an on-chain
resource 136 to be recerved and processed by the server 120.
As used 1n this disclosure, unless otherwise indicated, the
terms “on-chain resource” and “resource” may be used
interchangeably. The server 120 may include a set of non-
transitory, computer-readable media (e.g., “storage media™)
storing program instructions to perform one or more opera-
tions of subsystems 171-174. While one or more operations
are described herein as being performed by particular com-
ponents of the system 100, those operations may be per-
formed by other components of the system 100, a cloud
computing service, or another distributed computer service.
For example, one or more operations described in this
disclosure as being performed by the server 120 may instead
be performed by a cloud computing service. Furthermore,
some embodiments may communicate with an application
program interface (API) of a third-party data service via the
network 150 to perform a learning model training operation,
obtain machine learning model parameters, or use other
services that perform one or more operations described 1n
this disclosure.

In some embodiments, the set ol computer systems and
subsystems illustrated 1n FIG. 1 may include one or more
computing devices having electronic storage or otherwise
capable of accessing electronic storage, where the electronic
storage may 1nclude the set of databases 130. The set of
databases 130 may include values used to perform opera-
tions described in this disclosure, such as data associated
with resources, resource identifiers, user identifiers, histori-
cal records associated with users, machine learming model
parameters, machine learning model outputs, etc. For
example, data objects of the set of databases 130 may
include names, e-mail addresses, other off-chain i1dentifiers,
keys, values dentved from keys (e.g., a blockchain address
derived from a key), etc. Furthermore, the system 100 may
communicate with or otherwise ellect changes on block-
chain system 101, as described elsewhere 1n this disclosure.

In some embodiments, a data retrieval subsystem 171
may recerve requests such as the request 135 from a user that
indicates the on-chain resource 136 and the ofi-chain 1den-
tifier 134 associated with a second user. The data retrieval
subsystem 171 may receive the request 135 from a client-
side application operating on a first client computing device
102. Some embodiments may then retrieve a first user record
of the first user from the databases 130 based on information
provided by or in association with the request 135. The first
user record may indicate whether the first user has pre-
existing access to a blockchain address, such as by having
access to a crypto wallet application that provides access to
the blockchain address. If the first user 1s not linked with a
blockchain address, the data retrieval subsystem 171 may
cither generate a new blockchain address and add in the
blockchain address to the user record or link the user record
to a shared blockchain address that 1s shared with other
users.

The data retrieval subsystem 171 may then perform
operations to determine whether to provide access to a new
blockchain address or an existing blockchain address asso-
ciated with the ofl-chain identifier 134. For example, some
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4

embodiments may search through a database of the set of
databases 130 to detect that the ofl-chain identifier 134 1s
already associated with a blockchain address of a blockchain
and assign the associated blockchain address a target block-
chain address. Alternatively, some embodiments may search
through the set of databases 130 and determine that no
known address 1s associated with the off-chain identifier
134. Some embodiments may then create a crypto wallet
application 1instance associated with a new blockchain
address, 1mitialize a smart contract associated with a new
blockchain address, or 1nitialize another means of transfer-
ring resources on a blockchain from the blockchain address
of the first user to the blockchain address of a second user
identified by or otherwise associated with the ofl-chain
identifier 134.

In some embodiments, a link-related generation subsys-
tem 172 may generate a link message and provide a link
destination. The link-related generation subsystem 172 may
also send the link message to the off-chain i1dentifier 134 1f
the ofl-chain i1dentifier 134 1s a message address, such as an
¢-mail address or a unique identifier ol a messaging plat-
form. In some embodiments, the link-related generation
subsystem 172 may generate the link message as a uniform
resource locator (URL) that 1dentifies a signing application
that may be installed on the second client computer device
103 and instructions that update to sign a code using a key.
For example, 1t the application name “APP251” 1s registered
as an 1dentifier of a corresponding application installed on an
operating system of the second client computer device 103,
some embodiments may send a URL that includes the name
“APP251.” Upon receipt of the link, the second client
computer device 103 may then mnitialize the application
“APP2351” or otherwise switch to the context of the appli-
cation “APP231.”

In some embodiments, a recipient user ol the second
client computer device 103 may interact with the link
generated by the link-related generation subsystem 172,
which may cause the second client computer device 103 to
display a link destination. In some embodiments, the link
destination may be displayed as a page of a web browser.
Alternatively, or 1n addition, the link destination may be
displayed 1n a Ul on a native application. In some embodi-
ments, a recipient user of the second client computer device
103 may use the link destination to generate a signed code
138 based on a private key accessible to the recipient user.
For example, after the second client computer device 103
receives a URL sent to an e-mail address of a recipient user
that 1s logged into the second client computer device 103,
the recipient user may access the URL destination and be
directed to a web page which permits the recipient user to
type 1n, paste 1, or otherwise provide a private key to
indicate that they have access to a target blockchain address.
Some embodiments may use a web browser or an applica-
tion executed 1n the web browser as a signing application to
provide information usable to verity that the recipient user
has access to the blockchain address.

Alternatively, a user of the second client computer device
103 may use a first link destination to provide a set of
parameters that causes a third-party system to indicate an
association between the user and a blockchain address as
well as verily access to the blockchain address. For example,
alter the second client computer device 103 recerves a URL
sent to an e-mail address of a user that 1s logged 1nto the
second client computer device 103, the user may access the
URL destination and select a Ul element that redirects the
user to a second link destination that causes the presentation
of a signing application or opens a second application for use
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as a signing application. For example, some embodiments
may access the URL to cause the signing application to
navigate to a deep link destination of the signing application.
Some embodiments may populate one or more fields of the
signing application based on information stored in the first
link, the second link, another message sent to the signing
application, or information that 1s stored on the second client
computer device 103. In some embodiments, a recipient user
of the second client computer device 103 may then submut
information provided via the signing application to a third-
party system. The third-party system may then send, to the
link-related generation subsystem 172, a version of signed
code mdicating an association between the recipient user
and a blockchain address that may be used as a target
blockchain address to receive the on-chain resource 136.

In some embodiments, the blockchain interaction subsys-
tem 173 may obtain a response from the second client
computer device 103 that includes the signed code 138.
Alternatively, the blockchain iteraction subsystem 173 may
receive a message from a third-party system that includes
signed code associated with a target blockchain address. For
example, the blockchain interaction subsystem 173 may
receive a message mcluding signed code from a Coinbase®
server indicating that an off-chain 1dentifier 134 1s registered
or otherwise associated with a target blockchain address of
the message.

The blockchain interaction subsystem 173 may authenti-
cate the signed code 138 using a public key associated with
the target blockchain address. In response to authenticating
the signed code 138, the blockchain interaction subsystem
173 may then send a signed message 190 that causes a
transier indicated by the on-chain resource 136. The signed
message 190 may be signed with a private key associated
with the first user of the first client computing device 102
and may indicate a target blockchain address of the second
user associated with the off-chain identifier 134. Further-
more, some embodiments may use the blockchain interac-
tion subsystem 173 to generate a source blockchain address
of a resource-sending user or select a source blockchain
address from a pool of blockchain addresses to transfer an
on-chain resource from the selected source blockchain
address, as described elsewhere 1n this disclosure. The
blockchain interaction subsystem 173 may further perform
operations such as generating a signed message based on a
private key of the source blockchain address (“source key™).

In some embodiments, the data storage subsystem 174
may store the off-chain i1dentifier 134 1n association with a
target blockchain address 1n a database of the databases 130.
For example, the data storage subsystem 174 may map a
target blockchain address with the target off-chain 1dentifier
134 1n a SQL database of the databases 130. Furthermore,
some embodiments may store other information and asso-
ciate the other information with the off-chain identifier, such
as transaction information, information collected from an
oracle of the blockchain system 101, or information
retrieved for a third-party computer system or service.

FIG. 2 1s an example blockchain system that records
transfers of resources, 1n accordance with some embodi-
ments. In some embodiments, a blockchain system 201
includes a blockchain 204. The blockchain 204 1s a distrib-
uted database that 1s shared among multiple nodes (e.g.,
computers) of a blockchain network, where the multiple
nodes may include the server 220 or may be independent of
the server 220. The terms “blockchain™ and “chain” are used
interchangeably herein. As a database, the blockchain 204
stores information electronically 1n a digital format. In some
embodiments, blockchain 204 collects information together
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in groups, known as “blocks,” where such blocks may
include an earlier block 2044, a middle block 20454, and a
later block 204¢. The blockchain 204 may store records of
transactions for on-chain resources such as Bitcoin,
Ethereum, NFTs, etc. The blockchain 204 may act as a
distributed ledger of transactions that 1s maintained by a
blockchain system 201. In some embodiments, the block-
chain system 201 implements storage of an 1dentical block-
chain at each node, even when nodes receive transactions in
different orderings.

The blockchain 204 structures 1ts data into blocks that are
strung together. Blocks such as the earlier block 204a, the
middle block 20454, or the later block 204¢ may have limited
storage capacities that, when filled, are closed and linked to

a previously filled block. For example, once the middle
block 2045 1s filled, 1t may be linked to the earlier block
204a, where such an arrangement of blocks may form a part

of the blockchain 204. Similarly, additional infi

'ormation
stored 1n the later block 204¢ may eventually be linked to the
middle block 20456 using a similar operation once the later
block 204c¢ 1s filled.

Each block of the blockchain 204 can represent one or
multiple transactions and can include a cryptographic hash

of the previous block. For example, a hash 208¢ may link to
the middle block 2045, a hash 2085 may link to the earlier

block 204a, and a hash 208a of the earlier block 204a may
link to an even earlier block that is not shown. Each
respective block of the blockchain 204 may include a
respective timestamp of the set of timestamps 212a-c, where
the respective timestamp indicates a time associated with the
respective block. Each respective block of the blocks 204a-c
may also include a respective transactions root hash of the
set of transactions root hashes 216a-c, where a transactions
root hash may indicate the proof that its respective block
contains all the transactions 1n the proper order. Each
respective block of the blocks 204a-c may include a respec-
tive nonce of the set of nonces 220a-c, where each respec-
tive nonce may include any generated random or semi-
random number usable during proof of work (PoW) mining
or other blockchain operations.

Some embodiments may submit a signed message 290 to
the blockchain system 201 to create a transaction 2244 and
add the transaction 2244 to a stack of transactions in a
middle block 204b. The transaction 2244 may represent a
transier or reallocation operation of an on-chain resource,
such as an amount of a digital token, an NFT, etc. The
transaction 2244 may be one of transactions 224a-d, where
cach leal node of leaf nodes 228a-d contains a hash corre-
sponding to the transactions 224a-d respectively. The trans-
action 224d may represent a transier ol a resource from a
first user’s blockchain address to a target user’s blockchain
address. For example, the transaction 2244 may include a
public key indicating a target user’s blockchain address and
may be digitally signed by the first user’s private key.
Hashes of the leal nodes 228a-d may be used as inputs to
generate hashes of non-leal nodes 232a and 2325, respec-
tively. Each hash of the non-leaf nodes 232a-6 may then be
used to generate the transactions root hash 21656 that 1s
contained 1n the middle block 2045.

Some embodiments may initialize or update an on-chain
application. For example, the blockchain 204 may use a set
of on-chain applications (i.e., smart contracts) to enable
more complex transactions. An on-chain application
includes computer code that can be executed on a secure
platform, such as an Ethereum platform, where the code may
record transactions (e.g., 224a-d) 1n blockchains. The com-
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puter code may exist across a distributed, decentralized
blockchain network and may execute concurrently across
different nodes.

Some embodiments may update the state of an on-chain
application 1n response to receiving signed code or other-
wise receiving information validating that an off-chain iden-
tifier of a request 1s associated with a target blockchain
address. In some embodiments, a signed message that causes
the creation of the transaction 224d may be sent via the
on-chain application. For example, an update to the on-chain
application may trigger a set of program instructions of the
on-chain application to send a message signed with the
private key of a resource-sending user to create the trans-
action 224d.

FIG. 3 shows a flowchart of an exemplary method 300 for
transferring resources via a blockchain based on a target
off-chain 1dentifier, 1n accordance with one or more embodi-
ments. Some embodiments may receive a request indicating,
a target ofl-chain identifier, as indicated by block 304. In
some embodiments, the ofl-chain identifier that is being
targeted may be provided by a first user that 1s providing the
ofl-chain 1identifier from an application that 1s being
executed by a first computing device. For example, the first
user may type i an email address as an ofl-chain 1dentifier
and press a Ul element of an application to submit a request
from the computing device that identifies the email address.
The request may include additional information, such as
information associated with the first user, or information
associated with a command. For example, the request may
include a set of text indicating the first user’s reason for
initiating the request, one or more identifiers to authenticate
the request, additional conditions to associate with the
request, etc.

The request may include a specific resource or an amount
of a resource for transfer. The resource may be a non-
tfungible token, an amount of Bitcoin to transmit, or another
type of digital asset. For example, some embodiments may
receive a request that includes a target user’s e-mail 1n a first
field and indicates an amount of Bitcoin to transfer to the
target user. As described elsewhere 1n this disclosure, some
embodiments may then send a message to the target user via
the target user’s e-mail.

Some embodiments may determine whether information
associated with the first user, the ofl-chain identifier, or an
entity associated with the off-chain identifier satisfies a set of
security criteria, as indicated by block 308. In some embodi-
ments, the set of security criteria described by block 308
requires satisfaction in order for the exemplary method 300
to proceed with additional operations to transfer digital
assets from a first blockchain address to a second blockchain
address. The mformation may be provided by a user that
provided the request, such as provided by the user during a
same data session used to provide the request.

In some embodiments, information associated with a user
may include user-related mnformation about an individual, an
organization, another entity, etc. The user-related 1informa-
tion may include names, physical addresses, aliases, asso-
ciated blockchain addresses, text information indicating a
reason for the request, etc. For example, some embodiments
may obtain second user-related information about a second
user with a request or otherwise 1n association with the
request, where the information may include a name, date,
reason for the request, a location at which the request was
made, etc. Furthermore, some embodiments may be used for
validation operations or identity-matching operations.

Some embodiments may also determine the off-chain
identifier 1s 1n a set of approved 1dentifiers and, 1n response,
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directly transfer an i1dentified on-chain resource to a block-
chain address mapped to the approved off-chain identifier
without performing operations to generate a link as
described for block 330. If the off-chain 1dentifier 1s not 1n
the set of approved identifiers, some embodiments may
proceed to perform operations such as generating a link as
described for block 330. Furthermore, some embodiments
may determine whether the target identifier has been flagged
in a list of forbidden identifiers. Some embodiments may
access a database that includes forbidden i1dentifiers, where
the forbidden 1dentifiers may have been tlagged by another
user as associated with fraud or some other type of malicious
activity. For example, some embodiments may obtain a list
of users or blockchain addresses previously associated with
malicious activity and identifiers of those users or block-
chain addresses, where the identifiers may include names,
hashed sequences, or other types of 1dentiiying values.

Alternatively, some embodiments may determine whether
the target 1dentifier matches a record of approved 1dentifiers.
For example, some embodiments may store a set of records
holding information of ofl-chain i1dentifiers that have been
approved as valid recipients of a digital asset. Some embodi-
ments may then permit transiers to a blockchain address that
has been pre-associated with the valid recipient based on a
blockchain address stored in association with the valid
recipient. Some embodiments may then send a link to the
ofl-chain identifier or a message recipient address deter-
mined based on the off-chain identifier as described else-
where 1n this disclosure. Furthermore, while some embodi-
ments may store a blockchain address with an approved
identifier, some embodiments may store an approved 1den-
tifier that 1s not associated with a blockchain address and
may perform other operations to determine a blockchain
address associated with the approved identifier. For
example, some embodiments system may have previously
encountered a recipient user’s e-mail and stored a corre-
sponding target blockchain address 1n association with the
e-mail. Some embodiments may then generate a signed
message based on the previously stored target blockchain
address without requiring the second user’s signing appli-
cation.

Some embodiments may receive multiple requests 1ndi-
cating a target identifier and compare these requests or the
target 1dentifier with a history of requests. For example,
some embodiments may use a machine learning model to
generate a set of vectors, where each respective vector of the
set of vectors 1s generated from a different request. Some
embodiments may then provide the set of vectors and their
associated indicators ol malicious activity to a machine
learning model to train the machine learning model to detect
whether a request 1s associated with malicious activity.
Some embodiments may then tag any identifiers associated
with a request 1dentified as malicious and add the i1dentifier
to the database as a forbidden identifier.

In response to a determination that the target oif-chain
identifier 1s 1n the list of forbidden 1dentifiers, some embodi-
ments may reject a request. Rejecting a request may include
rejecting commands made or caused by the request. For
example, rejecting a request that indicates a target off-chain
identifier and an on-chain resource to be transierred that
would normally cause some embodiments to transfer the
on-chain resource to an on-chain address associated with the
target ofl-chain identifier may include preventing or cancel-
ing 1nstructions to transfer the on-chain resource to the
on-chain address. Some embodiments may send a warning
to a device that sent the request. For example, some embodi-
ments may send a warning to a user indicating that a target
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ofl-chain 1dentifier provided by the user 1s associated with
malicious activity. In some embodiments, the user may be
able to provide a confirmation message indicating that they
have received the warning and still wish to proceed with
executing the transaction.

In response to a determination that the target off-chain
identifier 1s 1n the list of forbidden identifiers, operations of
the exemplary method 300 may proceed to block 310.
Otherwise, operations of the exemplary method 300 may
proceed to operations described by block 314, block 320,
block 330, or another operation associated with resource
transfer that 1s not block 310.

Some embodiments may reject a request, as indicated by
block 310. Rejecting a request may include rejecting com-
mands made or caused by the request. For example, reject-
ing a request that indicates a target off-chain identifier and
a resource to be transferred that would normally cause some
embodiments to transfer the resource to an on-chain address
associated with the target off-chain identifier may include
preventing or canceling mstructions to transfer the resource
to the on-chain address. Some embodiments may send a
warning to a device that sent the request. For example, some
embodiments may send a warning to a user indicating that
a target ofl-chain 1dentifier provided by the user 1s associated
with malicious activity. In some embodiments, the user may
be able to provide a confirmation message indicating that
they have received the warning and still wish to proceed
with executing the transaction.

Some embodiments may determine whether the first user
has access to a blockchain address, as indicated by block
314. Some embodiments may permit a user to transier a
digital asset or other resource that the user does not 1imme-
diately have access to. For example, some embodiments
may access an oil-chain database of user records to search
for a first user record of a first user that submitted a request
to transier a first resource. Some embodiments may then
detect, based on information in the user record, that the user
does not have access to a crypto wallet application or
otherwise have access to a blockchain address on an estab-
lished blockchain, such as the Ethereum network.

In response to a determination that the user does not have
access to their own blockchain address, some embodiments
may proceed to operations described by block 316. Other-
wise, operations of the exemplary method 300 may proceed
to operations described by block 320.

Some embodiments may generate or select a source
blockchain address, as indicated by block 316. Some
embodiments may perform diflerent types of operations to
determine a source blockchain address based on different
implementations, where control of transfers from the source
blockchain address may require access to a source private
key. As used 1n this disclosure, an application or user may
have access to a source blockchain address 1t they have
access to the corresponding source private key of the source
blockchain address. For example, based on a determination
that a user does not have access to any blockchain addresses
(e.g., does not have access to a crypto wallet application),
some embodiments may receive istructions to create a new
crypto wallet account for the user. In some embodiments,
these instructions to create the new account may include
another off-chain identifier, where access to the crypto
wallet account of a crypto wallet application may be acces-
sible via a message sent to the ofl-chain identifier or an
address associated with the off-chain identifier. As used 1n
this disclosure, a crypto wallet application may be associ-
ated with a blockchain address, where the crypto wallet
application may be any application that provides a user with
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access to a blockchain address or eflect on-chain changes
related to the blockchain address (e.g., by transterring digital
assets from one blockchain address to another blockchain
address).

Alternatively, or imn addition, some embodiments may
select a blockchain address for use as the source blockchain
address from a plurality of available blockchain addresses.
In some embodiments, a pool of blockchain addresses may
represent a corresponding pool of crypto wallets. In some
embodiments, each respective blockchain address of the
pool of blockchain addresses may be associated with a
corresponding respective resource and amount of the
resource. Some embodiments may select the source block-
chain address randomly or based on a set of rules, such as
selecting a blockchain address that 1s allocated with the
greatest amount of a digital asset. For example, some
embodiments may select from a set of three blockchain
addresses and choose the blockchain address that has the
greatest amount of Bitcoin stored 1n the blockchain address
for use as a source blockchain address. In some embodi-
ments, the plurality of blockchain addresses that are selected
may be regularly repopulated with additional digital assets
obtained from an external system.

Some embodiments may determine whether the source
blockchain address 1s allocated with the resource to be
transterred, as indicated by block 320. As described else-
where 1n this disclosure, diflerent types of resources may be
transferred, where a resource may include an amount of a
token. Some embodiments may determine that a source
blockchain address has not been allocated with a resource
based on a determination that the amount to be transierred
as indicated by a request 1s 1nsuflicient. For example, a first
user may submit a request to transier 30 Ethereum tokens.
Some embodiments may then determine that the source
blockchain address has not been allocated with this resource
because the amount of Ethereum allocated to this source
blockchain address 1s less than 30. Alternatively, or in
addition, some embodiments may receive a request to trans-
fer a specific non-fungible token and determine that the
source blockchain address has not been allocated with this
resource based on a determination that the non-fungible
token 1s not allocated to the source blockchain address.

Some embodiments may transfer a set of resources to the
source blockchain address, as indicated by block 324. Some
embodiments may transier the set of resources to the source
blockchain address in order to ensure that the target amount
that should be transferred to another blockchain address
associated with a target ofl-chain i1dentifier 1s actually allo-
cated to the source blockchain address before being sent
from the source blockchain address. For example, after a
first user submits a request to transfer a first amount of a
digital asset from a source blockchain address of the first
user’s, some embodiments may then determine that the
source blockchain address does not have at least that amount
allocated to the source blockchain address. Some embodi-
ments may then transfer an amount of the digital asset from
another source to the source blockchain address such that at
least the target amount or more than the target amount of
digital asset 1s allocated to the source blockchain address.
For example, some embodiments may select a first block-
chain address from a pool of predetermined blockchain
addresses, where the first blockchain address has been
allocated with 900 Bitcoin. Some embodiments may then
transier two Bitcoin from the first blockchain address to a
source blockchain address after a user associated with the
source blockchain address provides a request to transter two
Bitcoin from the source blockchain address. Alternatively, or
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additionally, some embodiments may perform a calculation
to determine an amount to transier to the source blockchain
address based on other known restrictions of a source
blockchain address. For example, some embodiments may
determine that an amount to be sent from a source block-
chain address 1s equal to three tokens, but that the source
blockchain address only has two tokens allocated to the
source blockchain address. In response, some embodiments
may send one extra token to the source blockchain address.

Some embodiments may generate a link that indicates a
signing application and an instruction to sign a code using a
first key, as indicated by block 330. The link may be sent as
a message or a part of a message to a mobile computing
device or other computing device, where the mobile com-
puting device may be caused to open a signing application
and provide signed code that can later be authenticated with
a public key (e.g., a target public key associated with a target
blockchain address). The first key may be a target private
key associated with a target blockchain address that will act
as the recipient address associated with an ofl-chain identi-
fier of the second user. By receiving the target private key
directly from a mobile computing device or indirectly from
another operation, some operations may cause a transfer of
a digital asset to the target blockchain address. For example,
some embodiments may generate a message that includes a
URL which identifies an application named *“SIGNIN-
G_APP1” and send the message to a mobile computing
device. The message may cause the mobile computing
device to present a set of Ul elements that permit a user to
provide a blockchain address, a private key, a public key, or
other information used in this disclosure.

In some embodiments, the link may be a link to an address
of a server that, when accessed by a signing application,
causes the signing application to display a new Ul screen. In
some embodiments, the new Ul screen may provide the user
with an option to confirm a transier from a source block-
chain address (e.g., either by confirming directly or by first
accessing information stored in a crypto wallet application)
or otherwise confirm a transfer from a blockchain address.
In some embodiments, the Ul screen may further display a
blockchain address as a transfer destination after a user
provides the blockchain address.

In some embodiments, the link sent to a computing device
may be a link to a redirection destination that, when
accessed by the computing device, will prompt the comput-
ing device to open another application, such as the signing
application. For example, some embodiments may send a
URL that 1s mitially opened by a browser application or a
first native application being executed by a mobile comput-
ing device. Alter the mobile computing device attempts to
access the destination of the link, the mobile computing
device may be caused to display a prompt to the user
requesting that the user permit access to a second native
application, where the second native application may then
be used as a signing application. For example, some embodi-
ments may obtain a link, and access a link destination of the
link, where the link destination includes parameters that
cause the mobile computing device to mitialize an instance
of a new application.

Some embodiments may generate a message that includes
a link that will identily or otherwise indicate a mobile
signing application. For example, some embodiments may
generate a message that includes an identifier of an appli-
cation having the name “APP11,” where this name may be
indicated 1 a URL of the message or mn a field of the
message that 1s separated from the URL. Furthermore, some
embodiments may {first determine whether a set of transfer
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limits are satisfied, where the set of transfer limits may be
represented by a set of boundaries that vary in accordance
with a user-specific score. For example, a {irst user may be
associated with a score equal to “528,” and a second user
may be associated with a score equal to “529.” Some
embodiments may then determine a first boundary “900”
based on the first score “528” and determine a second
boundary “4000” based on the second score “529,” where
the determined boundaries may correlate with the score.
Some embodiments may use a function to compute a bound-
ary based on a score. Alternatively, some embodiments may
determine a corresponding bin for a score and then select a
boundary based on the corresponding bin. Some embodi-
ments may determine that a resource amount satisfies this
boundary (e.g., by being less than or equal to an upper-limit
boundary, being greater than or equal to a lower-limit
boundary, etc.).

Some embodiments may receive multiple requests indi-
cating a target 1dentifier and compare these requests or the
target 1dentifier with a history of requests. For example,
some embodiments may use a machine learning model to
generate a set of vectors, where each respective vector of the
set of vectors 1s generated from a different request. Some
embodiments may then provide the set of vectors and their
associated indicators of malicious activity to a machine
learning model to train the machine learning model to detect
whether a request 1s associated with malicious activity.
Some embodiments may then tag any i1dentifiers associated
with a request 1dentified as malicious and add the i1dentifier
to the database as a forbidden identifier.

Some embodiments may receive a message from a recipi-
ent user i1dentified by or otherwise associated with a target
ofl-chain identifier that indicates that the recipient user does
not have a pre-existing blockchain address and does not
have access to any other blockchain address. Some embodi-
ments may then generate a new target blockchain address for
the recipient user and a corresponding private key or may
send 1nstructions to a computing device of the recipient user
to perform such operations for local storage. Some embodi-
ments may then receive a signed code based on the gener-
ated new target blockchain address and corresponding gen-
crated private key.

Some embodiments may obtain a signed code that 1s
provided 1n response to the link, as indicated by block 334.
After providing a user device with a link as described for
block 330, some embodiments may obtain the signed code
via a mobile signing application launched with and operat-
ing on the user device. In some embodiments, the link may
include a parameter or device-registered value that causes
the device to automatically launch a signing application. For
example, a recipient user of a user device may directly paste
their private key mnto a Ul screen on the user device. The
user device may then send the private key to a server that
performs one or more operations of the exemplary method
300 based on the received signed code. Alternatively, or 1n
addition, some embodiments may receive the signed code
from a third-party entity. For example, after a user device 1s
provided with a link that then causes the user device to
display a Ul screen requesting information from a recipient
user, the recipient user may select a Ul element identifying
a third-party service. The user device may then send a
message to a third-party service directly or after an interac-
tion with a second application operating on the user device
that 1s being used as a signing application. Some embodi-
ments may then receive signed code provided by the third-
party service or another application that is triggered by the
third-party service.
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Some embodiments may initialize an on-chain applica-
tion, as indicated by block 340. Some embodiments may
initialize an on-chain application on a blockchain network
such as the Ethereum network, where the on-chain applica-
tion may perform additional verification operations that
permit the transier of a resource such as a digital asset. In
some embodiments, the on-chain application may be initial-
1zed before other operations of the exemplary method 300
have begun, where the on-chain application may include one
or more ofl-chain operations. Alternatively, or 1n addition,
the on-chain application may be initialized after recerving a
request from a user to transier a digital asset, generating a
link to be sent to a receiving user, or other operations
described for the exemplary method 300.

In some embodiments, the initialization of an on-chain
application may be triggered by the identification or lack of
identification of an off-chain identifier. For example, some
embodiments may detect that a target ofl-chain identifier
associated with a target blockchain identifier 1s not found 1n
an 1dentifier database storing registered 1dentifiers. It should
turther be understood that, while some embodiments may
initialize or update an on-chain application, some embodi-
ments may aflect a transfer without using an on-chain
application.

In some embodiments, the on-chain application may act
as a safety system to verily any transactions in a transparent
manner. For example, when sending or receiving digital
assets, some embodiments may first allocate the assets to a
blockchain address registered to an on-chain application.
Some embodiments may then determine that a set of criteria
(e.g., set of security criteria, a boundary, etc.) 1s satisfied
before re-transferring the digital asset to a target blockchain
address or otherwise transierring resources from a source
blockchain address. By using the on-chain application, a
target recipient ol a resource may receive information on
why a proposed transier was rejected without jeopardizing,
the trustworthiness of the resource sender. For example,
some embodiments may use the on-chain application to use
results provided by one or more nodes or oracles to deter-
mine whether or not to proceed with an asset transier.
physical location 1s likely to be a correct representation of
the user’s actual location. Furthermore, some embodiments
may first determine whether the off-chain 1dentifier 1s asso-
ciated with any known 1identifiers of an internal database
before nitializing an on-chain application and use a result of
the mternal database query to determine whether to initialize
the on-chain application or to update a state of the on-chain
application.

In some embodiments, the on-chain application may rely
on data provided by an ofl-chain database to determine
whether or not to proceed with a transier operation described
in the exemplary method 300. After receiving the signed
code, some embodiments may submit a query to an 1dentifier
database based on information provided by a user. For
example, some embodiments may send a link to an email
address, and a user may access the link destination with a
user computing device to send signed code to a distributed
computing application that performs one or more operations
described 1n this disclosure. In addition to the signed code,
the user may also provide additional information, such as a
physical address, a name, an 1dentification number, other
personally identifying information, security information, a
list of previous transactions, etc. Some embodiments may
then submit the query to a database or application program
interface (API) based on this information provided by the
user. For example, some embodiments may send a query to
a database, where the query may include parameters such as
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an oil-chain i1dentifier, indicator of a physical location, an
internet protocol (IP) address, etc.

Based on resulting information provided by an ofl-chain
database, an oracle, or another data source, some embodi-
ments may update a state of the on-chain application. For
example, based on a change in the state of an on-chain
application, some embodiments may prevent a transfer of a
resource or reverse a transfer of the resource. Furthermore,
some embodiments may detect a change 1n the state of the
non-chain application and perform additional operations
triggered by a change in state. For example, some embodi-
ments may warn a first user that requested the transfer which
triggered the state change, send a message to a second user
associated with the target blockchain address to warn the
second user, associate the target blockchain address or an
identifier of the second user with an anomaly flag 1 a
database, etc.

Some embodiments may receive instructions to perform a
set of additional distributed computing operations as part of
a ftransaction 1involving the on-chain application. For
example, some embodiments may include generating a set
of seed values for text or image generation operations in
addition to initializing a transfer of a digital asset. Some
embodiments may perform operations to optimize the per-
formance of distributed computing operations based on a
computational cost estimate that may vary over time. Some
embodiments may use an oracle that provides the distributed
computing cost ol a distributed computing operation to
obtain a series of distributed computing costs. For example,
some embodiments may use an oracle that provides gas
price estimates on the Ethereum network based on a number
ol operations. Some embodiments may then determine that
the distributed computing cost satisfies a set of cost criteria,
where the set of cost criteria may include a threshold. In
response to a determination that the computation cost sat-
1sfies the set of criteria at a determined time, some embodi-
ments may then execute the distributed computing opera-
tions at the determined time. For example, some
embodiments may determine that a computation cost of a set
of required computing operations 1s less than a threshold gas
price at a measured duration and, in response, perform the
set of required computing operations during or immediately
after this measured duration. Some embodiments may
implement more sophisticated methods to determine when
to 1mitiate a set of distributed computing operations on a
blockchain network. For example, some embodiments may
determine a local mmmimum of a series of gas prices.

As described elsewhere, some embodiments may initial-
1ze a crypto wallet application or otherwise allocate a new
target blockchain address for a second user, wherein the
second user may first be provided with a private key to the
new blockchain address. In some embodiments, the new
target blockchain address may be controlled by an on-chain
application or an off-chain application such that the appli-
cation may access a target blockchain address 1n addition to
a second user. Some embodiments may send a request from
the second user to provide a validation value. The validation
value may include a required number, binary value, category
selection, etc. In response to a determination that an
expected validation value was not received by a time thresh-
old, some embodiments may reverse a transier of resources
from the source blockchain address to the target blockchain
address and transfer the previously transferred resource from
the target blockchain address back to the source blockchain
address. By keeping access to a recipient user’s private key,
some embodiments may force a recipient user to either
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verily their 1dentity 1n a more secure fashion at a later time
or force user activity that would flag a user as malicious.

Some embodiments may send, to a blockchain system, a
signed message mdicating a transier of the resource based
on an authentication of signed code, as indicated by block
350. Some embodiments may first authenticate a signed
message ol a target blockchain address based on a target
public key associated with the target blockchain address. In
response to a successiul authentication, the signed message
may be generated based on a private key of a resource-
sending user and a blockchain address. In some embodi-
ments, the resource-sending user may have previously sup-
plied a private key for an existing source blockchain address.
Alternatively, some embodiments may have generated and
stored a private key for a source blockchain address that was
generated 1n response to a determination that a user does not
have access to an existing blockchain address.

Some embodiments may use a machine learning model to
determine an anomaly score based on a set of transaction
records associated with users and then use the anomaly score
to determine whether or not to send a signed message. As
described elsewhere 1n this disclosure, some embodiments
may use information related to a first user to determine
whether or not to transfer a resource over a blockchain,
where the first user 1s the user that sent a request to transier
the resource. Some embodiments may also use iformation
obtained from a second user as inputs to a machine learning
model to obtain an anomaly score, where the second user
may be the user that provided information concurrently with
or 1n signed code, such as signed code described 1n opera-

tions described in block 334. Some embodiments may use
both information related to the first user and the second user
concurrently as inputs for a machine learming model to
generate an anomaly score, where such information may
include transaction information indicating transactions
involving addresses associated with the first or second user.

Some embodiments may submit a query to a database
based on an off-chain identifier of a user (e.g., the second
user) to obtain a set of linked records associated with the
target ofl-chain i1dentifier. The linked records may indicate
information such as additional off-chain identifiers or trans-
actions of those additional off-chain identifiers, additional
associated blockchain addresses of the off-chain 1dentifier or
transactions involving those additional associated block-
chain addresses of the off-chain identifier, warnings, or
metadata associated with the additional associated block-
chain addresses, etc. By using linked records associated with
other off-chain identifiers or blockchain addresses, some
embodiments may take advantage of patterns determined
based on previously detected anomalies to increase the
accuracy of new anomaly detection operations. Some
embodiments may detect that an ofl-chain identifier 1s
associated with an anomaly after a first transier and prevent
additional resource transiers to an address of the off-chain
identifier. For example, some embodiments may detect a
transfer from a target blockchain address to a known for-
bidden address and, 1n response, prevent additional transters
to the target blockchain address.

In response to a determination that the anomaly score
satisfies the anomaly threshold, some embodiments may
perform additional operations to transier a digital asset
described 1n the exemplary method 300. Otherwise, some
embodiments may prevent a signed message irom being
transmitted that would cause a transier or associate a warn-
ing message with a target blockchain address, a user, or an
ofl-chain identifier.

10

15

20

25

30

35

40

45

50

55

60

65

16

Some embodiments may store the off-chain identifier and
the target blockchain address 1n association with one another
based on the authentication of the signed code, as indicated
by block 360. Some embodiments may store the association
between the off-chain identifier and the target blockchain
address 1n an off-chain database that 1s accessible to multiple
instances of a set of applications used to perform one or
more operations described 1n this disclosure. For example,
some embodiments may determine that a target blockchain
address or an on-chain identifier 1s new and store a new
record identifying the target blockchain address, the on-
chain identifier, and a value representing an association
between the target blockchain address and the on-chain
identifier 1n a SQL database or a key-value database.

Some embodiments may determine a target blockchain
address based on a public key, where determining the target
blockchain address based on the public key may include
determining that the target blockchain address 1s derived
from a hash of the public key. Some embodiments may
perform operations to secure this public key such as by
encrypting an ofl-chain identifier and then associating the
encrypted ofl-chain identifier with the public key. By
encrypting the ofl-chain identifier, some embodiments may
further increase the security of users.

The operations of each method presented in this disclo-
sure are intended to be illustrative and non-limiting. It 1s
contemplated that the operations or descriptions of FIG. 3
may be used with any other embodiment of this disclosure.
In addition, the operations and descriptions described 1n
relation to FIG. 3 may be done 1n alternative orders or in
parallel to further the purposes of this disclosure. For
example, each of these operations may be performed 1n any
order, 1n parallel, or sitmultaneously to reduce lag or increase
the speed of a computer system or method. In some embodi-
ments, the methods may be accomplished with one or more
additional operations not described, and/or without one or
more of the operations discussed. Additionally, the order in
which the processing operations of the methods are illus-
trated (and described below) 1s not intended to be limiting.

In some embodiments, the operations described 1n this
disclosure may be implemented 1n a set ol processing
devices (e.g., a digital processor, an analog processor, a
digital circuit designed to process information, an analog
circuit designed to process information, a state machine,
and/or other mechanisms for electronically processing infor-
mation). The processing devices may include one or more
devices executing some or all of the operations of the
methods 1n response to mstructions stored electronically on
a set of non-transitory, machine-readable media, such as an
clectronic storage medium. Furthermore, the use of the term
“media” may include a single medium or combination of
multiple media, such as a first medium and a second
medium. The processing devices may include one or more
devices configured through hardware, firmware, and/or sofit-
ware to be specifically designed for the execution of one or
more of the operations of the methods. For example, 1t
should be noted that any of the devices or equipment
discussed 1n relation to FIGS. 1-2 could be used to perform
one or more of the operations 1n FIG. 3.

It should be noted that the features and limitations
described in any one embodiment may be applied to any
other embodiment herein, and a flowchart or examples
relating to one embodiment may be combined with any other
embodiment 1n a suitable manner, done in different orders,
or done 1n parallel. In addition, the systems and methods
described herein may be performed 1n real time. It should
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also be noted that the systems and/or methods described
above may be applied to, or used 1n accordance with, other
systems and/or methods.

In some embodiments, the various computer systems and
subsystems illustrated 1n FIG. 1 may include one or more
computing devices that are programmed to perform the
functions described herein. The computing devices may
include one or more electronic storages (e.g., the set of
databases 130), one or more physical processors pro-
grammed with one or more computer program instructions,
and/or other components. For example, the set of databases
may include a relational database such as a PostgreSQL™
database or MySQL database. Alternatively, or additionally,
the set of databases 130 or other electronic storage used in

this disclosure may include a non-relational database, such
as a Cassandra™ database, MongoDB™ database, Redis

database, Neo41™ database, Amazon Neptune™ database,
etc.

The computing devices may include communication lines
or ports to enable the exchange of information with a set of
networks (e.g., network 150) or other computing platforms
via wired or wireless techniques. The network may include
the Internet, a mobile phone network, a mobile voice or data
network (e.g., a 3G or Long-Term Evolution (LTE) net-
work), a cable network, a public switched telephone net-
work, or other types of communications networks or com-
bination of communications networks. The network 1350
may include one or more communications paths, such as
Ethernet, a satellite path, a fiber-optic path, a cable path, a
path that supports Internet communications (e.g., IPTV),
free-space connections (e.g., for broadcast or other wireless
signals), Wi-Fi1, Bluetooth, near field communication, or any
other suitable wired or wireless communications path or
combination of such paths. The computing devices may
include additional communication paths linking a plurality
of hardware, software, and/or firmware components operat-
ing together. For example, the computing devices may be
implemented by a cloud of computing platiorms operating
together as the computing devices.

Each of these devices described in this disclosure may
also include electronic storages. The electronic storages may
include non-transitory storage media that electronically
stores 1nformation. The storage media of the electronic
storages may include one or both of (1) system storage that
1s provided integrally (e.g., substantially non-removable)
with servers or client computing devices, or (11) removable
storage that 1s removably connectable to the servers or client
computing devices via, for example, a port (e.g., a USB port,
a firewire port, etc.) or a drive (e.g., a disk drive, etc.). The
clectronic storages may include one or more of optically
readable storage media (e.g., optical disks, etc.), magneti-
cally readable storage media (e.g., magnetic tape, magnetic
hard drive, floppy drive, etc.), electrical charge-based stor-
age media (e.g., EEPROM, RAM, etc.), solid-state storage
media (e.g., flash drive, etc.), and/or other electronically
readable storage media. The electronic storages may include
one or more virtual storage resources (e.g., cloud storage, a
virtual private network, and/or other wvirtual storage
resources). An electronic storage may store software algo-
rithms, information determined by the processors, informa-
tion obtained from servers, information obtained from client
computing devices, or other immformation that enables the
functionality as described herein.

The processors may be programmed to provide informa-
tion processing capabilities in the computing devices. As
such, the processors may include one or more of a digital
processor, an analog processor, a digital circuit designed to
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process information, an analog circuit designed to process
information, a state machine, and/or other mechanisms for
clectronically processing information. In some embodi-
ments, the processors may include a plurality of processing
unmits. These processing units may be physically located
within the same device, or the processors may represent the
processing functionality of a plurality of devices operating
in coordination. The processors may be programmed to
execute computer program instructions to perform functions
described herein of subsystems 171-174 or other subsys-
tems. The processors may be programmed to execute com-
puter program instructions by soitware; hardware; firmware;
some combination of software, hardware, or firmware; and/
or other mechanisms for configuring processing capabilities
on the processors.

It should be appreciated that the description of the func-
tionality provided by the different subsystems described
herein 1s for 1llustrative purposes, and 1s not mtended to be
limiting, as any of subsystems 171-174 may provide more or
less functionality than i1s described. For example, one or
more of subsystems 171-174 may be eliminated, and some
or all of 1ts functionality may be provided by other ones of
subsystems 171-174. As another example, additional sub-
systems may be programmed to perform some or all of the
functionality attributed herein to one of subsystems 171-174
described in this disclosure.

With respect to the components of computing devices
described 1n this disclosure, each of these devices may
receive content and data via mput/output (I/0O) paths. Each
of these devices may also include processors and/or control
circuitry to send and receive commands, requests, and other
suitable data using the 1/O paths. The control circuitry may
comprise any suitable processing, storage, and/or /O cir-
cuitry. Further, some or all of the computing devices
described 1n this disclosure may include a user input inter-
face and/or user output interface (e.g., a display) for use 1n
receiving and displaying data. In some embodiments, a
display such as a touchscreen may also act as a user mput
interface. It should be noted that in some embodiments, one
or more devices described 1n this disclosure may have
neither user mmput interface nor displays and may instead
receive and display content using another device (e.g., a
dedicated display device such as a computer screen and/or a
dedicated mput device such as a remote control, mouse,
voice 1nput, etc.). Additionally, one or more of the devices
described 1n this disclosure may run an application (or
another suitable program) that performs one or more opera-
tions described in this disclosure.

Although the present imvention has been described in
detail for the purpose of illustration based on what 1is
currently considered to be the most practical and preferred
embodiments, 1t 1s to be understood that such detail 1s solely
for that purpose and that the invention 1s not limited to the
disclosed embodiments, but, on the contrary, 1s intended to
cover modifications and equivalent arrangements that are
within the scope of the appended claims. For example, 1t 1s
to be understood that the present invention contemplates
that, to the extent possible, one or more features of any
embodiment may be combined with one or more features of
any other embodiment.

As used throughout this application, the word “may™ 1s
used 1n a permissive sense (1.¢., meaning having the poten-
tial to), rather than the mandatory sense (1.e., meaning must).
The words “include,” “including,” “includes,” and the like
mean including, but not limited to. As used throughout this
application, the singular forms “a,” “an,” and *““the” include
plural referents unless the context clearly indicates other-
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wise. Thus, for example, reference to “an element” or “a
element” includes a combination of two or more elements,
notwithstanding the use of other terms and phrases for one
or more elements, such as “one or more.” The term ““or” 1s
non-exclusive (i.e., encompassing both “and” and “or”
unless the context clearly indicates otherwise. Terms
describing conditional relationships (e.g., “in response to X,
Y,” “upon X, Y,” “if X, Y,” “when X, Y,” and the like)
encompass causal relationships in which the antecedent 1s a
necessary causal condition, the antecedent 1s a suflicient
causal condition, or the antecedent 1s a contributory causal
condition of the consequent (e.g., “state X occurs upon
condition Y obtaining” 1s generic to “X occurs solely upon
Y” and “X occurs upon Y and Z7). Such conditional
relationships are not limited to consequences that instantly
tollow the antecedent obtaining, as some consequences may
be delayed, and in conditional statements, antecedents are
connected to their consequents (e.g., the antecedent 1s rel-
evant to the likelihood of the consequent occurring). State-
ments 1n which a plurality of attributes or functions are
mapped to a plurality of objects (e.g., a set of processors
performing steps/operations A, B, C, and D) encompass all
such attributes or functions being mapped to all such objects
and subsets of the attributes or functions being mapped to
subsets of the attributes or functions (e.g., both/all proces-
sors each performing steps/operations A-D, and a case 1n
which processor 1 performs step/operation A, processor 2
performs step/operation B and part of step/operation C, and
processor 3 performs part of step/operation C and step/
operation D), unless otherwise indicated. Further, unless
otherwise indicated, statements that one value or action 1s
“based on” another condition or value encompass both
instances 1n which the condition or value 1s the sole factor
and 1nstances in which the condition or value 1s one factor
among a plurality of factors.

Unless the context clearly indicates otherwise, statements
that “each” instance of some collection has some property
should not be read to exclude cases where some otherwise
identical or similar members of a larger collection do not
have the property (i.e., each does not necessarily mean each
and every). Limitations as to the sequence of recited steps
should not be read into the claims unless explicitly specified
(e.g., with explicit language like “after performing X, per-
forming Y’) 1n contrast to statements that might be improp-
erly argued to imply sequence limitations (e.g., “performing
X on 1tems, performing Y on the X’ed items”™) used for
purposes of making claims more readable rather than speci-
fying a sequence. Statements referring to “at least Z of A, B,
and C,” and the like (e.g., “at least Z of A, B, or C”), refer
to at least Z of the listed categories (A, B, and C) and do not
require at least Z units 1n each category. Unless the context
clearly indicates otherwise, it 1s appreciated that throughout
this specification discussions utilizing terms such as “pro-
cessing,” “computing,” “calculating,” “determiming” or the
like refer to actions or processes of a specific apparatus, such
as a special purpose computer or a similar special purpose
clectronic  processing/computing device. Furthermore,
unless indicated otherwise, updating an i1tem may include
generating the item or modifying an existing time. Thus,
updating a record may 1include generating a record or
moditying the value of an already-generated value.

Unless the context clearly indicates otherwise, ordinal
numbers used to denote an i1tem do not define the item’s
position. For example, an item that may be a first item of a
set of items even 11 the item 1s not the first item to have been
added to the set of items or 1s otherwise indicated to be listed
as the first item of an ordering of the set of items. Thus, for
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example, 1f a set of 1tems 1s sorted i a sequence from “item
1,” “1tem 2,” and “item 3,” a first item of a set of items may
be “1tem 2 unless otherwise stated.

ENUMERATED EMBODIMENTS

The present techniques will be better understood with
reference to the following enumerated embodiments:
1. A method comprising: receiving, from a first user device
of a first user, a request indicating an ofl-chain identifier
associated with a second user and a resource for the second
user; generating and sending, to the second user, based on
the request, a link that indicates (1) a signing application and
(1) an 1struction to sign a code using a first key associated
with a target blockchain address of a blockchain; obtaining,
based on the link being activated at a second user device of
the second user, a signed code via the signing application,
the signed code being signed with the first key; sending,
based on authentication of the signed code, to a blockchain
system, a signed message indicating a transier of the
resource from a source blockchain address to the target
blockchain address; and storing, based on the authentication
of the signed code, the off-chain identifier and the target
blockchain address 1n association with one another.
2. A method comprising: in response to receiving, from a
first user device of a first user, a request that i1dentifies a
target off-chain identifier associated with a second user and
a resource for the second user, generating a uniform resource
locator (URL) that i1dentifies (1) a mobile signing applica-
tion, (11) a code to be signed via the mobile signing appli-
cation, and (111) an 1nstruction to sign the code using a target
private key associated with a target blockchain address of
the second user, wherein the request does not include the
target blockchain address; 1 response to sending the URL to
the second user via the target off-chain identifier and the
URL being activated at a second user device of the second
user, obtaining, via the mobile signing application on the
second user device, a signed code created by signing the
code with the target private key, wherein the URL 1s
configured to launch the mobile signing application at the
second user device and provide the code and the mstruction
to the mobile signing application; 1n response to authenti-
cating the signed code using a target public key associated
with the target blockchain address: submitting, to a block-
chain, a signed message that identifies a transfer of the
resource from a source blockchain address of the first user
to the target blockchain address of the second user, wherein
the signed message 1s signed with a source private key
associated with the source blockchain address of the first
user; and storing, on an ofl-chain database, the target ofl-
chain 1dentifier and the target blockchain address 1n asso-
ciation with one another by mapping the target off-chain
identifier to the target blockchain address 1n the off-chain
database.
3. A method comprising: receiving, from a first user device
of a first user, a request that i1dentifies a target ofl-chain
identifier associated with a second user and a resource for
the second user; generating and sending, to the second user,
based on the request, a umform resource locator (URL)
indicating (1) a signing application and (11) an 1nstruction to
sign a code using a target key associated with a target
blockchain address; obtaining, based on the URL being
activated at a second user device of the second user, a signed
code via the signing application on the second user device,
the signed code being signed with the target key; submitting,
based on authentication of the signed code, to a blockchain,
a signed message indicating a transier of the resource from
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a source blockchain address to the target blockchain address,
wherein the signed message 1s signed with a source key
associated with the source blockchain address; and storing,
based on the authentication of the signed code, the target
ofl-chain identifier and the target blockchain address in
association with one another.

4. The method of any of embodiments 1 to 3, wherein:
obtaining the signed code comprises obtaining a user-related

[

information of the second user; and storing the target ofl-
chain identifier comprises: determining whether the user-
related 1nformation satisfies a set ol security criteria by
sending a query based on the user-related imnformation to a
data source via an application program interface (API) of the
data source; and storing the target ofl-chain identifier 1n
response to a determination that the user-related information
satisfies the set of security criteria.

5. The method of any of embodiments 1 to 4, wherein the
URL causes the second user device to mitialize the signing,
application and navigate to a deep link destination of the
signing application, wherein the URL comprises informa-
tion that populates a field displayed 1n the deep link desti-
nation.

6. The method of any of embodiments 1 to 5, further
comprising: receiving instructions to perform a transaction
that comprises performing a set of distributed computing
operations; obtaining, from an oracle, a distributed comput-
ing cost of the set of distributed computing operations;
determining whether the distributed computing cost satisfies
a threshold; and based on a determination that the distributed
computing cost satisfies the threshold, performing the set of
distributed computing operations.

7. The method of any of embodiments 1 to 6, further
comprising determining, using a machine learning model, an
anomaly score based on a set of transaction records associ-
ated with the first user, wherein sending the URL comprises
sending the URL based on a determination that the anomaly
score satisfies an anomaly threshold.

8. The method of any of embodiments 1 to 7, wherein the
resource indicates an amount further comprising: retrieving,
a score associated with the first user from a database of
scores; determining a boundary based on the score, wherein
a magnitude of the boundary is correlated with the score;
determining whether the amount 1s within the boundary,
wherein generating the URL comprises generating the URL
based on a determination that the amount satisfies the
boundary.

9. The method of any of embodiments 1 to 8, further
comprising: sending, to a database, a query based on the
target off-chain 1dentifier to retrieve a set of linked records
associated with the target ofl-chain identifier; determining
an anomaly score using a machine learning model based on
transaction records of the set of linked records, wherein
sending the URL comprises sending the URL based on a
determination that the anomaly score satisfies an anomaly
threshold.

10. The method of any of embodiments 1 to 9, wherein the
signed message 1s a first message, further comprising: deter-
mimng whether a validation value of the second user 1s
received by a time threshold; and 1n response to a determi-
nation that the validation value 1s not received by the time
threshold, submitting a second message indicating a transier
of the resource from the target blockchain address to the
source blockchain address.

11. The method of embodiment 10, further comprising
preventing additional resource transiers associated with
resources of the target blockchain address.
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12. The set of non-transitory, machine-readable media of
any of embodiments 1 to 11, wherein the signed message 1s
a first message, the method further comprising: determining
whether a user record of the first user indicates that the first
user controls access to any blockchain addresses; based on
a determination that the first user 1s not indicated as con-
trolling access to any blockchain addresses, sending a sec-
ond message indicating a transier of the resource to the
source blockchain address before sending the first message.
13. The set of non-transitory, machine-readable media of
any of embodiments 1 to 12, the method further comprising:
determining whether the first user i1s indicated as being
associated with any blockchain address of the blockchain;
and 1n response to a determination that the first user 1s not
indicated as being associated with any blockchain address of
the blockchain, selecting the source blockchain address of a
plurality of available blockchain addresses.

14. The set of non-transitory, machine-readable media of
any of embodiments 1 to 13, the method further comprising:
obtaining user-related information about the second user
from the first user; determining whether the user-related
information satisfies a set of security criteria, wherein send-
ing the signed message comprises sending the signed mes-
sage 1n response to a determination that the user-related
information satisfies the set of security criteria.

15. The set of non-transitory, machine-readable media of
any of embodiments 1 to 14, the method further comprising
determining whether the ofi-chain identifier 1s stored 1n a set
ol approved 1dentifiers, wherein sending the link comprises
sending the link in response to a determination that the
ofl-chain identifier 1s not stored in the set of approved
identifiers.

16. The set of non-transitory, machine-readable media of
any ol embodiments 1 to 15, wherein the request 1s a {first
request, further comprising: receiving a second request
indicating a second 1dentifier; determining whether the sec-
ond 1dentifier 1s stored 1n a list of forbidden 1dentifiers:; and
in response to a determination that the second identifier 1s
stored 1n the list of forbidden 1dentifiers, rejecting the second
request.

1’7. The set of non-transitory, machine-readable media of
any of embodiments 1 to 16, wherein storing the off-chain
identifier and the target blockchain address in association
with one another comprises: determining the target block-
chain address based on a public key; encrypting the off-chain
identifier to obtain an encrypted ofl-chain identifier; and
associating the encrypted off-chain identifier with the public
key.

18. The set of non-transitory, machine-readable media of
any of embodiments 1 to 17, wherein the off-chain 1dentifier
1s a first off-chain 1dentifier, further comprising generating
the source blockchain address in association with the first
user in response to receiving instructions to create a new
account of the first user, wherein the instructions indicate a
second off-chain 1dentifier.

19. The set of non-transitory, machine-readable media of
any of embodiments 1 to 18, wherein sending the signed
message comprises: updating a state of an on-chain appli-
cation 1n response to recerving the signed code at an address
of the on-chain application; and sending the signed message
via the on-chain application based on the state of the
on-chain application.

20. The set of non-transitory, machine-readable media of
embodiment 19, the method further comprising: sending a
query to an 1dentifier database storing registered i1dentifiers
to determine whether the ofl-chain identifier 1s associated
with a known identifier of the identifier database; and in




US 12,537,700 B2

23

response to a determination that the off-chain identifier 1s not
associated with any known identifier of the 1dentifier data-
base, mitializing the on-chain application.

21. One or more tangible, non-transitory, machine-readable

media storing instructions that, when executed by a set of 5

processors, cause the set of processors to eflectuate opera-
tions comprising those of any of embodiments 1-20.

22. A system comprising: a set of processors and memory
storing computer program instructions that, when executed
by the set of processors, cause the set of processors to
cllectuate operations comprising those of any ol embodi-
ments 1-20.

What 1s claimed 1s:

1. A system for facilitating target-client-side authentica-
tion related to an on-chain resource for target off-chain
identifiers, the system comprising a computer system that
comprises one or more processors programmed with com-
puter program instructions that, when executed, cause the
computer system to perform operations comprising:

in response to receiving, from a first user device of a first

user, a request that identifies a target ofl-chain identifier

associated with a second user and a resource for the

second user, generating a umiform resource locator

(URL) that identifies (1) a mobile signing application,

(11) a code to be signed via the mobile signing appli-

cation, and (111) an instruction to sign the code using a

target private key associated with a target blockchain

address of the second user, wherein the request does not

include the target blockchain address, and wherein the

resource 1ndicates an amount, and wherein generating

the URL further comprises:

retrieving a score associated with the first user from a
database of scores;

determining a boundary based on the score, wherein a
magnitude of the boundary 1s correlated with the
SCOre;

determining whether the amount 1s within the bound-
ary; and

generating the URL based on a determination that the
amount satisfies the boundary;

in response to sending the URL to the second user via the

target off-chain identifier and the URL being activated
at a second user device of the second user, obtaining,
via the mobile signing application on the second user
device, a signed code created by signing the code with
the target private key, wherein the URL 1s configured to
launch the mobile signing application at the second
user device and provide the code and the instruction to
the mobile signing application;

in response to authenticating the signed code using a

target public key associated with the target blockchain

address:

submitting, to a blockchain, a signed message that
identifies a transfer of the resource from a source
blockchain address of the first user to the target
blockchain address of the second user, wherein the
signed message 1s signed with a source private key
associated with the source blockchain address of the
first user; and

storing, on an ofl-chain database, the target off-chain

identifier and the target blockchain address in associa-
tion with one another by mapping the target off-chain
identifier to the target blockchain address in the ofl-
chain database.

2. A method comprising:

receiving, from a first user device of a first user, a request

that identifies a target off-chain identifier associated
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with a second user and a resource for the second user,
wherein the resource indicates an amount;

retrieving a score associated with the first user from a

database of scores;
determining a boundary based on the score, wherein a
magnitude of the boundary 1s correlated with the score;

determining that the amount 1s within the boundary;

generating and sending, to the second user, based on the
request, a uniform resource locator (URL) indicating (1)
a signing application and (11) an instruction to sign a
code using a target key associated with a target block-
chain address, wherein the generating the URL com-
prises generating the URL based on a determination
that the amount satisfies the boundary;
obtaining, based on the URL being activated at a second
user device of the second user, a signed code via the
signing application on the second user device, the
signed code being signed with the target key;

submitting, based on authentication of the signed code, to
a blockchain, a signed message indicating a transier of
the resource from a source blockchain address to the
target blockchain address, wherein the signed message
1s signed with a source key associated with the source
blockchain address; and

storing, based on the authentication of the signed code,

the target ofl-chain identifier and the target blockchain
address 1n association with one another.

3. The method of claim 2, wherein:

obtaining the signed code comprises obtaining a user-

related information of the second user; and

storing the target ofl-chain identifier comprises:

determining whether the user-related information sat-
1sfies a set of security criteria by sending a query
based on the user-related information to a data
source via an application program interface (API) of
the data source; and

storing the target ofl-chain identifier 1n response to a
determination that the user-related information sat-
1sfies the set of security critena.

4. The method of claim 2, wherein the URL causes the
second user device to initialize the signing application and
navigate to a deep link destination of the signing application,
wherein the URL comprises information that populates a
field displayed 1n the deep link destination.

5. The method of claim 2, further comprising:

recerving instructions to perform a transaction that com-

prises performing a set of distributed computing opera-
tions;

obtaining, from an oracle, a distributed computing cost of

the set of distributed computing operations;
determining whether the distributed computing cost sat-
1sfies a threshold; and

based on a determination that the distributed computing

cost satisfies the threshold, performing the set of dis-
tributed computing operations.

6. The method of claim 2, further comprising determining,
using a machine learning model, an anomaly score based on
a set of transaction records associated with the first user,
wherein sending the URL comprises sending the URL based
on a determination that the anomaly score satisfies an
anomaly threshold.

7. The method of claim 2, further comprising:

sending, to a database, a query based on the target
off-chain identifier to retrieve a set of linked records

associated with the target ofl-chain i1dentifier;
determining an anomaly score using a machine learning

model based on transaction records of the set of linked
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records, wherein sending the URL comprises sending
the URL based on a determination that the anomaly
score satisfies an anomaly threshold.

8. The method of claim 2, wherein the signed message 1s
a first message, further comprising:

determining whether a validation value of the second user

1s recerved by a time threshold; and

in response to a determination that the validation value 1s

not received by the time threshold, submitting a second
message indicating a transier of the resource from the
target blockchain address to the source blockchain
address.

9. The method of claim 8, further comprising preventing,
additional resource transfers associated with resources of the
target blockchain address.

10. A set of non-transitory, machine-readable media stor-
ing program 1instructions that, when executed by a set of
processors, perform operations comprising:

receiving, from a first user device of a first user, a request

indicating an ofl-chain identifier associated with a
second user and a resource for the second user, wherein
the resource indicates an amount;

retrieving a score associated with the first user from a

database of scores;
determining a boundary based on the score, wherein a
magnitude of the boundary 1s correlated with the score;

determining whether the amount 1s within the boundary;

generating and sending, to the second user, based on the
request, a link that indicates (1) a signing application
and (11) an mnstruction to sign a code using a first key
associated with a target blockchain address of a block-
chain, wherein the generating the link comprises gen-
crating the link based on a determination that the
amount satisfies the boundary;

obtaining, based on the link being activated at a second

user device of the second user, a signed code via the
signing application, the signed code being signed with
the first key;

sending, based on authentication of the signed code, to a

blockchain system, a signed message indicating a trans-
fer of the resource from a source blockchain address to
the target blockchain address; and

storing, based on the authentication of the signed code,

the off-chain i1dentifier and the target blockchain
address 1n association with one another.

11. The set of non-transitory, machine-readable media of
claim 10, wherein the signed message 1s a {first message, the
operations further comprising;:

determining whether a user record of the first user indi-

cates that the first user controls access to any block-
chain addresses;

based on a determination that the first user 1s not indicated

as controlling access to any blockchain addresses,
sending a second message indicating a transfer of the
resource to the source blockchain address before send-
ing the first message.

12. The set of non-transitory, machine-readable media of
claim 10, the operations further comprising:

determining whether the first user i1s indicated as being

associated with any blockchain address of the block-
chain; and

in response to a determination that the first user 1s not

indicated as being associated with any blockchain
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address of the blockchain, selecting the source block-
chain address of a plurality of available blockchain
addresses.

13. The set of non-transitory, machine-readable media of
claim 10, the operations further comprising:

obtaining user-related information about the second user

from the first user;

determinming whether the user-related information satisfies

a set of security criteria, wherein sending the signed
message comprises sending the signed message in
response to a determination that the user-related infor-
mation satisfies the set of security criteria.

14. The set of non-transitory, machine-readable media of
claam 10, the operations further comprising determining
whether the off-chain identifier 1s stored 1n a set of approved
identifiers, wherein sending the link comprises sending the
link 1n response to a determination that the ofi-chain i1den-
tifier 1s not stored in the set of approved identifiers.

15. The set of non-transitory, machine-readable media of
claam 10, wherein the request 1s a first request, further
comprising;

recerving a second request indicating a second identifier;

determining whether the second identifier 1s stored in a

list of forbidden identifiers; and

in response to a determination that the second i1dentifier 1s

stored 1n the list of forbidden identifiers, rejecting the
second request.

16. The set of non-transitory, machine-readable media of
claiam 10, wherein storing the off-chain identifier and the
target blockchain address in association with one another
COmMprises:

determiming the target blockchain address based on a

public key;

encrypting the off-chain identifier to obtain an encrypted
off-chain i1dentifier; and

associating the encrypted off-chain identifier with the

public key.

17. The set of non-transitory, machine-readable media of
claim 10, wherein the off-chain identifier 1s a first off-chain
identifier, further comprising generating the source block-
chain address 1n association with the first user 1n response to
receiving instructions to create a new account of the first
user, wherein the instructions indicate a second off-chain
identifier.

18. The set of non-transitory, machine-readable media of
claim 10, wherein sending the signed message comprises:

updating a state of an on-chain application 1n response to

receiving the signed code at an address of the on-chain
application; and

sending the signed message via the on-chain application

based on the state of the on-chain application.

19. The set of non-transitory, machine-readable media of
claim 18, the operations further comprising:

sending a query to an identifier database storing registered

identifiers to determine whether the off-chain 1dentifier
1s associated with a known 1dentifier of the i1dentifier
database:; and

in response to a determination that the off-chain identifier

1s not associated with any known identifier of the
identifier database, initializing the on-chain applica-
tion.
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